Integrative Approach to Medical
Device Safety:

Human-Centered Systems Engineering



Summary of this Talk:

It is ALL about YOUR lifecycle and
how YOU manage it!!

Presen ted @ IEEE PSES 2009
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* Product Development & Errors

e Risks, Hazards, and Harm

e Humans and their Errors

* The REAL Objective

e Lifecycles, lifecycles, lifecycles

* Human-Centered Systems Engineering
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Compounded Errors

Stakeholder
Meeds, Wants, &
Desires

LATENT FAILURES
(after Reason, 1990)

Hazards #1 and #3 NOT accessible by testing implementation!!

Requirements
(Design Inputs)
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Hazard #1 appears only after
a change in the specifications
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Error Sources

HARDWARE ‘ SOFTWARE

Qs
XN

REGULATORY
ISSUES

 Product Sources
— Hardware Errors
— Software Errors
— Human Errors
— System Errors

e Organizational Sources
— Business Issues
— Technical Issues
— Regulatory Issues
— Org. Systems Issues
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Managing Risks, Hazards, & Harm
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Ways to cause Harm:

Personnel Selection,Training, & Work Environment

A

Y

Design & Development

Design
Flaw

Prod. & Maint.

System
Hazard

Missing or
Defective
Requirement

DEFECTIVE
Development,
Deployment & Disposal
PROCESS

Llnsufﬁcient Lessons Learned!!

A

Human
Error

Actions

Proper Human |
Intentions & |

Operations & Disposal

Accident
(undesired event)

Note: Human error may occur at any phase of the lifecycle (development, deployment, & disposal); only
part of deployment (maintenance errors are not explicitly shown) & disposal are explicitly presented!
Dotted line from “proper action” to “accident” indicates stochastic output.
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Disciplinary Action,
Regulatory Action,
Criminal Prosecution,
Civil Litigation

A
A

Ll |

Harm

Mission Failure,
Injury or Death,
Loss of Property,
Environment Damage

(physical & organizational)




Misapplication of Techniques

Types of Data

Quantitative, Historical Subjective, Experiential
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HUMAN ERROR:
A CRITICAL Risk Factor

NB: | use “ergonomics” and “human factors
engineering” interchangeably; for me they
are synonymous!
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Who are those “pesky” humans?

SUPPLIERS,
PROCURERS,
ASSEMBLERS,
NSPECTORS

OPERATORS
MAINTAINERS
DISPOSERS

DEVELOPERS,
MANAGERS,
REGULATORS



The User Process: Systems Perspective

Uncontrolled (Noise) Factors
from ENVIRONMENT
(human internal & system external)

System N2
Boundaries \ \ TN
Independent Variables: \‘
D1 ... Dn : Design Factors O
N1... Nn : Noise Factors Dependent Variable(s)
INPUT(S) ﬂ OUTPUT(S) >
USER(S)
Validate Against
D1 Sl REQUIREMENTS
1 l l (DESIGN INPUTS)
D2 D3
Controlled Factors
from SPECIFICATIONS

(DESIGN OUTPUTS)



Factors for Actors

VALUES

'

MOTIVATIONS

'

BEHAVIORS

TASKS

OBJECTIVE

Physical Environmen

®

Social Environmen
&
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S / Anatomy g
= & w
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o Physiology E
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Psychology

Factors for Actors
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SYSTEM COMPLEXITY: HF PERSPECTIVE

Human(s) OPERATING
with Tool(s)

Anthropomorphometry
Biomechanics & Sensory Perception

Human(s) OPERATING with
Tool(s) with Automation

Verbal/Non-verbal Behaviors
Affective, Cognitive,& Physiological

Human(s) OPERATING
within Organization(s)

Communication & Coordination
Conventions & Expectations

Human(s) OPERATING
within Culture(s)

Language & Artifacts™
Beliefs, Customs, Ethics, Morals

* Boulding, KE. Ecodynamics. Sage, 1978, p221.

System Complexity from Human Factors Perspective
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Micro-Ergonomics
(Physical Ergonomics)

o
Overt & Covert
Physical Factors [ J
o
Meso-Ergonomics
(Information Ergonomics)
o

Overt & Covert
Behavioral Factors

Macro-Ergonomics ®
(Social Ergonomics)

Overt & Covert
Social Factors

Mega-Ergonomics
(Cultural Ergonomics)

Overt & Covert
Cultural Factors
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Overt vs. Covert
NOT Psycho-Babble!!!

Overt: Detect with 1/5
senses

Covert: CANNOT
Detect with 1/5 senses

Physics Example:

— measure acceleration,
a covert physical
guantity, by the second
time derivative of a
displacement, an overt
physical quantity



Human Error

e Two General Categories:

— USER errors: errors attributable to the internal or
external user environment, excluding the product
itself

— Use errors: errors attributable to the design and/or
implementation of the product

e Four Types of Human Errors:
— Errors of: Use, Unexpected Use, Misuse, and Abuse



USER Error RCA (partial)

Memory Expertise
AggEBNLT(;'g:zﬁgD NO TRAINING
FAILURE TO
MISATTRIBUTION NO TRAINING APPLY TRAINING
OR BIAS COMPREHENSION

SUGGESTIBILITY
OR PERSISTENCE
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OMISSION OR
COMMISSION
MOTOR
REPETITION
PERCEPTUAL
MIS-ORDERING
COGNITIVE

Load Behavior




Use Error RCA (partial)

Risk Management

RISK
MANAGEMENT
PLAN

ITERATIVE
HAZARD
ANALYSES

RELIABILITY TEST
DESIGN & EXECUTION

CORRECTIVE &
PREVENTIVE
ACTIONS

APPROPRIATE CHANGE
CONTROL SYSTEM

APPROPRIATE DOCUMENT
CONTROL SYSTEM

APPROPRIATE RECORD
CONTROL SYSTEM

Management Controls

QUALITY
POLICY

ORGANIZATIONAL
DESIGN &
MANAGEMENT

APPROPRIATE
RESOURCES
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Verification
HUMAN FACTORS
Validation
Verification
SOFTWARE

Validation

Document, Record,
& Change Controls

QUALITY AUDITS

PERSONNEL
TRAINING

Development
Problems

Verification

HARDWARE

Validation

DESIGN
REVIEWS

Design Controls
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The REAL Objectives

NINE DESIGN ATTRIBUTES OF EFFECTIVENESS

Functional SAFETY Device helps (intended use)
Physical SAFETY Device does not physically hurt (basic safety)
Functional SECURITY Device prevents data loss or corruption (integrity)
Physical SECURITY Device cannot be damaged or stolen (denial of service)
USABILITY Device reduces probability of errors in intended use by intended users
RELIABILITY Device operates as intended in intended environment for intended lifetime
MAINTAINABILITY Device repaired in reasonable time at reasonable cost
AVAILABILITY Device accessible when & where it is actually needed
AFFORDABILITY Device manufacturer & end-user each obtain acceptable IRR (real cost)
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3D Systems Engineering State Space

S/P ECONOMICS
DESIGN

ERGONOMICS
DESIGN

Microergonomic
SE Space

Salvage
Disposal

SOFTWARE

DESIGN Deployment

Operation

RDDT&E
HARDWARE

DESIGN
Concept

DOMAIN
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Requirements Compliance Reliability
Engineering Engineering Engineering



Systems Engineering Domains

Requirements Engineering

Compliance Engineering

Reliability Engineering

Stakeholder Identification,
NWD Assessment &
Reconciliation

|Identification of Laws,
Regulations, & Standards

Defining Minimum
Necessary Reliability

Hazard Analyses

Applicability Assessment

Fault Prevention

Design Input Formulation

Design Impact

Fault Removal

& 5 Verifications Assessment
Version Validation Test Design Fault Tolerance
Version Post-Market Operational Fault/Failure

Surveillance

Considerations

Forecasting

CAPA-driven
Design Input Changes

Salvage and/or Disposal
Considerations

Test Design




3D Systems Engineering State Space

S/P ECONOMICS
DESIGN

ERGONOMICS
DESIGN

Microergonomic
SE Space

Salvage
Disposal

SOFTWARE

DESIGN Deployment

Operation

RDDT&E
HARDWARE

DESIGN
Concept

DOMAIN
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Requirements Compliance Reliability
Engineering Engineering Engineering



SE Range Elements
(multiple sub-disciplines in each)

Seller &
HUMAN
HARDWARE | SOFTWARE Purchaser
FACTORS
ECONOMICS
. Embedded ,
Electrical Physical HF Seller Costs
SW
_ Applications _
Mechanical Sw Behavioral HF Seller Revenue
Assemblers '
etc. , /| Social & Org, _HF Purchaser Costs
Compllers (macroergonomics)
Purchaser
etc. etc. etc.

Revenues




3D Systems Engineering State Space

S/P ECONOMICS
DESIGN

ERGONOMICS
DESIGN

Microergonomic
SE Space

Salvage
Disposal

SOFTWARE

DESIGN Deployment

Operation

RDDT&E
HARDWARE

DESIGN
Concept

DOMAIN
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Requirements Compliance Reliability
Engineering Engineering Engineering



Systems Engineering Time Frame

“from LUST to DUST”

Presen ted @ IEEE PSES 2009



Classical SE Lifecycle Paradigm

Next Iteration

Corrective and Preventive Action
Copyright © 2005, GM Samaras All Rights Reserved

Implementation Validation

Stakeholder
Needs
Design Inputs

Design Outputs

Implementation

Requirements
Verification

Specification
Verification

Product
Verification



Gantt Perspective

Lifecycle Elements
Needs Assessments
Requirements Formulation
Requirements Verification
Specifications Formulation
Specifications Verification
Implementation
Product Verification
(Re-)Validation

Release

CAPA

copyright (c) GM Samaras,
2005, All Rights Reserved

Phases
Concept RDDT&E Deploy/Ops Disposal
AR U R
IRRE I TR 1
IR B
NI R
NIREEN] I
Y ol | |
SRR} SN
SRR 5 I I
T I IR S IR B
| || .......... 1 .........
A few Many More Still some

Iterations




Masqueraders

e Many Development Paradigms are actually
Classical SE by a different name!
— Quality Function Deployment (next slide)

— Macro-Ergonomic Analysis & Design (following
slide)

— Six (6) other examples in 2005 J. Biomedical
Informatics article



Quality Function Deployment

Next Voice of Customer

i Needs, Wants, Desi .
lteration” L (Needs a: s Dosies) [€]  Requirements
swort Verificati
erification
A
\/ - + Competitive Evaluation
> Quality Dimension
(Whats) < ey
T Specification
S a LB Verification
O
< = \/ + Technical Evaluation
o © Specifications
< E (Hows) —
@ C>U H | [Corr] Product
~A_— Verification
Implementation
H SWOT = Strenghts, Weaknesses,
S~ A _— Opportunities, & Threats
Release [Rel] = Relationship Matrix
[Corr] = Correlation Matrix

~>



MEAD

Next Scan Environment

IMPROVE

- Define boundaries
Iteration Scan OD subsystem

Requirements Verification

A PLAN plus

B

g Variance Matrices
o Define Prod Sys Type CONTROL
S _,| SetE[Performance]
& Define Unit Ops
< . <
; 0 Define Work Processes Variance Control &
£ wia Role Network
3 Q H
< I<_t % % A ; PLAN Verification
)
3 SI5| Fagdointbesion [ — CONTROL
0 NFE Hyfotiiegis] * | PLAN Role & Responsibility
k) = e Verification
g — Implement — CONTROL
Experim% OD = Organizational Design
HA = Hazard Analysis
I Release (Int or Ext) I Prod Sys = Production System
E[ ] = Expected Value

Ops = Operations
FA = Function Allocation

Archive  emm jURAN e shewart

v



Lifecycle Notations

 Two notations
— Condensed: Time NOT explicit
— Expanded: Time Explicit
e So far only seen Condensed Notations

 Expanded Notation is “messy” and rarely
used, because we ASSUME it is understood!
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Next
Iteratio

Validation

Initial NWDs

H
A

Requirements

H
A

Requitements
Verification

Specification
Verification

Spekifications

i

A

Implementation

Implémentation
1

~i=

NWDs = Stakeholder Needs, Wants, & Desires
HA = Hazard Analysis
Requirements = Design Inputs
Specifications = Design Outputs
DHF = Design History File

Internalhel@se

~ >

Archive
(DHF)

NOTE: An appropriate DESIGN

REVIEW occurs before each major
process; the review considers the
outputs of the prior process, the
hazard analysis, and the

verification/validation..

Verification Customer
ALSO
Learning
Ne)_(t » More NWDs =
Iteration € '
—_—— H Requirements
- A Verification
More Requirements
H Specification
5 A Verification
E More Bpecifications <
§ T H Implementation
il. AI; Verification
|
New Irpplemenbﬁon
“lH
A
Next
Intern3Release |---=r-zasozcaannn Final NWDs
Ret Iteration
—_——_—— __ H
A
Archive Final,Requirements
(DHF)
H
c A
.9
__8 FinallSpeciﬁcaﬁons
©
>

Corrective and Preventative Actions (CAPA)

i

- .
Final Implementation

A [y

External Release

-~

Archive
(DHF)
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Requirements
Verification

Specification
Verification

Product
Verification

Expanded
Notation

Stakeholder
Needs

Next Iteration

Y

H
A

Design Inputs

H
A

Design Outputs

i

Implementation Validation

Implementation

Corrective and Preventive Action
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Requirements
Verification

Specification
Verification
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NO!

ENGINEERING
PROTOTYPE(S)

EVALUATIONS

DESIGN INPUTS?

FEASIBILITY

BUSINESS PLAN
G#0:
START KNOWLEDGE PROMISING STRATEGY
1SOP ACQUISITION NEW IDEA? DEVELOPMENT HIGHLEVEL [
/ PROJECT PLAN
Copyright © 2006-2009 GM Samaras All Rights Reserved
-t -t
PREPRODUCTION
PROTOTYPE(S)
G#3: G#2:
DESIGN INPUTS?
PROI;)IE((?::I ON PROTOTYPE PEI?ITI;(I))’II‘;II(I;E FEASIBILITY
APPROVAL?, APPROVAL?,
DESIGN
OUTPUTS?
ANALYSIS &
TEST RESULTS;
EXPLORATORY
CLINICAL &
USER TRIALS
PRODUCTION
PROTOTYPE(S)
y
FINAL DESIGN SUPPLIER
OUTPUTS AUDITS CAPA PLAN
FINAL DESIGN [} REGULATORY DEVICE MASTER
HISTORY FILE SUBMISSIONS RECORD L

OPERATIONAL FINAL
PLAN CLINICAL &
USER STUDIES

DEVICE

LAUNCH

HISTORY
(BATCH)
RECORD

BASIC DESIGN

STOP
ISOP

PROCESS

DOCUMENT
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Crucial Point

 Uncontrolled designs too often are the basis for
future liabilities (recalls, litigation) in commercial
products

e Design Controls & Risk Management

START BEFORE:

— feasibility experiments
— proofs of concept
e |fitisimportant enough to spend time & money

on, it is important enough to do it right from the
beginning
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Human-Centered Systems Engineering

e We now understand WHY we need it!
* How do we achieve it?

e Focus on the K
— ITERATIVE sta

UMAN:
keholder identification

— ITERATIVE sta

keholder NWDs assessment

— ITERATIVE reconciliation of conflicts
— ITERATIVE forecast of evolving NWDs

— AND, most im

portantly

— ITERATIVE validation
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Stakeholder Identification



Some “annoying” stakeholders

SUPPLIERS,
PROCURERS,
ASSEMBLERS,
NSPECTORS

OPERATORS
MAINTAINERS
DISPOSERS

DEVELOPERS,
MANAGERS,
REGULATORS



NWD ldentification



Need, Wants, & Desires

POORLY VERY WELL
MET MET MET
NEEDS
(Basic Needs) | DISCUSTED | UNHAPPY NEUTRAL
WANTS
(Performance | UNHAPPY NEUTRAL HAPPY
Needs)
DESIRES NEUTRAL HAPPY DELIGHTED

(Latent Needs)

anara: AlRDItE Resemed

CopyTh it D 2006, G R



NWDs are NOT static!



<

DEVOLUTION OF NWDs

SN TN

Mot
Needed
Latent Performance Basic Discarded
Needs Needs MNeeds MNeeds
Copyright © 2007 GM Samaras, All Righes Resenved
NWD CATEGORIZATION
SAFE EFFECTIVE | EFFICIEMT | SATISEYING
Stakeholdar #1 Stakeholder #1 Stakeholder #1 Stakeholder #1
Stakeholder #2 Stakeholder #2 Stakeholder #2 Stakeholder #2
Stakeholder #M Stakeholder #M Stakeholder #M Stakeholder #M
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Stakeholder NWDs Conflict!



Non-Alignment of NWDs

SUPPLIERS,
PROCURERS,

ASSEMBLERS,
NSPECTORS

OPERATORS
MAINTAINERS

DISPOSERS

Part-Aligned

DEVELOPERS,
MANAGERS,
REGULATORS

Un-Aligned




NWD Reconciliation

e Different stakeholder groups will have
different & often competing NWDs that will
change over time

e The most DIFFICULT & ARDUOUS task in HCSE
is “satisficing” ALL stakeholder groups

e “SATISFICING” means to obtain a good result
that is good enough, though not necessarily
the best, for each stakeholder



VALIDATION



Verification versus Validation
“checking” versus “testing”

NWDS

V

Requirements o
“Design Inputs” q Validation

(natural language)

Doing Right Things!
Solve Correct Problem!

Doing Things Right!
Solve Problem Correctly!

Specifications
“Design Outputs” ‘mm@ Verification
(engineering units)

Qranslate
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Validity presumes Reliability

Not Reliable Reliable
._9 .oo'
©
- ©
©
Z
ol |




Validations

I”

ALL validations are “clinical” trials

The term “clinical” refers to dealing with humans,
— patients in the case of medicine and psychology,

— users in the case of human factors engineering

All clinical trials are scientific experiments
conducted in real or simulated use environments

Nobody cares if you think your product is
“wonderful”, if it does not meet THEIR needs!



Human-centered Systems Engineering

e |dentifying new stakeholders, or new stakeholder NWDs,
within each iteration results in human-centered systems
engineering (stakeholders are either human individuals or
human organizations).

 This human focus continuously refines:

— what should be built,

— tends to eliminate extraneous “features” and costs,
— increases the probability of acceptance;

— the five verifications identify technical errors; and

— validation activities identify the mismatches between what was
agreed would be built and what actually was built.

e |tis this process that has the highest probability of reducing
economic, technical and MD&S risks.



It really is just common sense!

prior version FRO_M
—e-  [teration ——»
n-1

Update NWDs
Update HA
Document DR

\/\

Update DIs
Update HA
Update Verification
Document DR

\/\

Update DOs
Update HA
Update Verification
Document DR

\/\

Update Version
Update HA
Update Verification
& Validation
Document DR

\/\

DESIGN CONTROL DOCUMENTS (in DHF)

-

§§

NO!

NWDs
Review

()

Design Inputs
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Formulation [«

NO!

DI Review

()

uonedlLIBA

Design Outputs
Development

Implementation Validation

NWDs: Needs, Wants, & Desires
DI: Design Input
DO: Design Output
DR: Design Review
HA: Hazard Analysis
V&V: Verification & Validation
DHF: Design History File
SOP: Standard Operating Procedure

uonesyBA

syndjng ubisaqg sinduj ubisaqg

NWDs Review:

1. Identified Stakeholders
2. Needs, Wants, Desires
3. Hazard Analysis

(No V&V Possible)

DI Review:

1. Design Inputs
2. Hazard Analysis
3. DI Verification

(dos 19d) SMIINTY NDIS3A

B < DO Review:
() < 1. Design Outputs
NO! S0 2. Hazard Analysis
' oa 3. DO Verification
DO Review Q a
3
=]
. 3
Implementation
Version Review:
A 1. Version Implementation
NO! 2. Hazard Analysis
rsion 3. Version Verification
. 4. Version Validation
Review
Tnternal
Release
To .
. next version
» lIteration
Archive n+1
DHF



